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«BOPOHEXXCKWUW rOCYOAPCTBEHHbIA YHUBEPCUTET»
(Preoy BO «BI'Y»)

«YTBEpXaao»
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PABOYAS MPOrPAMMA YYEBHOW OUCLMNITUHBI

51.B.03 TexHonornu 3awmiuieHHOro JokyMmeHToobopoTta 1 6rokyenH

1. Koag v HaumeHoOBaHMe HanpaBeHusi NOAroToBKM / cneyuanbHOCTU:
10.05.01 KomnbtoTepHasa 6e3onacHoOCTb

2. Mpocdunnb NnoaroToBku / cneymnanmsaumsa/maructepckas nporpamma:
AHanuma 6e30nacHOCTN KOMMNbIOTEPHLIX CUCTEM

3. KBanudwmkauma (cteneHb) BbINYCKHUKA:
Cneunanuct

4. dopma oby4eHuUs:
OuyHas

5. Kacheppa, oTBevarLwas 3a peanmsaumio gUCLUNIUHBI:
Kadbenpa texHonormnm o6paboTtkm n 3awmtbl MHopMaumnm

6. CocTtaBMTENM NPOrpaMmmbi:
Banbix Cepren Apuesud, kKaHOMAAT TEXHUYECKUX HayK

7. PekomeHaoBaHa:
npoTtokont HMC ®KH Ne 5 o1 25.04.2022 .

8. YueOHbIn roa: 2025-2026 CemecTtp(bl): 8



9. Uenu n 3agaum y4e6HOM AUCLUUNIIUHDI

Llensamn ocBoeHunst y4uebHOM OUCUUNIINHBI SBMSIKOTCA:

N3y4eHne TeopeTnyecknx OCHOB 1 OBNageHue NpakTM4eCKMMN HaBblkaMn NpUMeHe-
HUA METOAOB M CPELCTB ANIEKTPOHHOM MOANUCK, TEXHONOMMIM BOKYENH ANs opraHM3auum
3alMLLEHHOro AOKyMeHToobopoTa, B MHTepecax obecneyeHns mep 3almTbl nHopmMaumm
npwn paspaboTke, CONPOBOXAEHMMN U NPOEKTUPOBAHMUM MHAOPMALMOHHBLIX CUCTEM pasnny-
HOro Ha3Ha4eHus; NonyvYeHne NPogeCCMOoHanbHbIX KOMNETEHLMI B 061acTN COBPEMEHHbIX
TexXHonormm obpaboTkM 1 3anTbl MHOpMaLMN.

3agaun guCunnImvHbI:

- 00y4yeHune cTyaeHToB 6a30BbIM MOHATUAM COBPEMEHHbLIX TEXHOMNOMMN 06paboTku
MHJOPMaLNKM C UCNOSTb30BaHNEM IN1EKTPOHHOW NOANUCH;

— OCBOEHMe CTyaeHTaMu MonoXeHun n TpeboBaHui, COBPEMEHHbBIX HOPMATUBHO-
METOANYECKNX AOKYMEHTOB, PErNAaMEHTUPYIOLLMX UCMONb30BaHME 3NEKTPOHHON NOANUCH;

— OCBOEHWe CTyAeHTamMu MONOXEHUA UHAPACTPYKTYPbl OTKPbITLIX Kro4en (aHrn.
PKI - Public Key Infrastructure) ons nogaepxku Kpynto3agad Ha OCHOBE 3aKpbITOro U OT-
KPbITOrO Krtoyewu;

— OCBOEHME TexHosNormm (opMnpoBaHna KeanuuunMpoBaHHbIX cepTUdMKaToB
KItoYemn npoBEPKN 3NEKTPOHHOM NOANUCKU N OCBOEHME MPAKTUYECKMUX PELLEHUI MPUMEHEHNS
TEXHOSOMMN 3aLUNLLEHHOIO JOKYMEHTOO60POTa;

- OBfageHue npakTUYecKMMM HaBblkaMu MPUMEHEHUST anropuTMoB 0OpaboTKN WH-
dopmMauunm ¢ UCnosrib30BaHNEM INEKTPOHHOW NOANUCH;

- bopmupoBaHue npeacTasrneHnsi 06 yrposax 6e3onacHOCTN MHoOpMaLUn Npu nuc-
NOSIb30BAHUN 3NEKTPOHHON NOAMUCU N OCHOBHLIX TPEBOBAHUAX K YAOCTOBEPSAOLMM LiEH-
Tpam, cpeacTBaM AfIEKTPOHHOM NOAMNCK U KBanNnUdMLUNMPOBaHHBbIM cepTUdMKaTamM NpoBEPKU
3S1IEKTPOHHOM NoANuUCH;

- OBfageHue npakTUYeCcKMMM HaBblkaMy MPUMEHEHUST anropuTMoB 06paboTKN UH-
dopmMauunm ¢ UCnosrib30BaHNEM INEKTPOHHOW NOANUCH;

- (hopmupoBaHme npeactaBneHnss 0 TEXHOMOrNAX 6IOKYENH.

10. MecTo y4yebHOM AMcUUNNUHBLI B cTpyKType OOI:

BxoanTt B 4acTb, dopMupyemyto y4actHMkamm obpasoBaTtenbHbIX OTHOLLEHUI (Bapy-
atmBHas) 6noka b1.

[nsa ycnewHoro oCBOEHUsT ANCUUNIINHBI HEO6X0aUMbl BXOAHbIE 3HAHUA B obnacTu
Kpuntorpadunyecknx MeToA0B 3aLunTbl MHGOpMaLmMm, CUCTEM NOATOTOBKN 3NIEKTPOHHbIX J0-
KYMEHTOB, MHCTPYMEHTarbHbIX CPEACTB MHPOPMALMOHHBLIX CUCTEM, aAMUHUCTPUPOBAHUS
n ynpasneHna 6e3onacHOCTbIO UHTPaAHET-CETEN N CETEBLIX TEXHOSTOMMMN.

11. NMnaHupyemblie pe3ynbTaTbl 060y4YeHUA No AucuunanHe/Moaynio (3HaHUA, YMeHUs,
HaBbIKU), COOTHECEHHbIE C NNIaHupyeMbIMU pe3yribTaTaMu 0OCBOeHUA obpa3oBaTterb-
HOW NporpaMmmbl (KOMMETEHUMSAMU) U UHAUKATOPAMU UX OOCTUKEHUS:

Kog | Hassanwue komne- | Kog(bl) NugukaTop(bl) MnaHnpyemble pe3ynbTaTtbl 00y4YeHus
TeHunn
MK-1 | CnocobeH npoBo- | MK-1.2 | 3HaeT npumeHsie- | 3HaTb: NpOrpaMMHble KOMMNOHEHTbI U 0COGEH-
OUTb aHanu3 Tpe- Mble MaTemaTuye- | HOCTU peanu3aunn 3NEKTPOHHOW NOSMMCH 1
6oBaHuUn K npo- Ckue MeTodbl U an- | CpeAcTB KpUnTo3awmnTbl MHopMaumn
rpammHomy obec- ropuTMbl  (PyHKUMO- | YMeTb: NpoBOANTb aHanu3 6e3onacHocTu
neveHuto, BbINOS- HUPOBaHMSA AN | KOMMNbIOTEPHbIX CUCTEM, MCNOMb3YHOLMX Cpea-
HATb paboTbl no KOMMOHEHTOB MPO- | CTBA 3NEKTPOHHON noanucu
NPOEKTUPOBaHMIO rpaMMHbIX cpeacTB | BnageTb: HaBblkaMy NOCTPOEHWS U aHanmaa
nporpamMmmHoOro 6e3onacHOCTM NHAOPMALIMOHHBIX CUCTEM MC-
obecneveHus NONb3YLMX 3NEKTPOHHYI0 NOANUCH
MK-1.3 | YMeeT npumeHsTb | 3HaTb: poSib U OCOOEHHOCTM NPUMEHEHUST Me-
TexHonormm obpa- | TOOOB M CPeacTB KPUNTO3aLWMTbl MHAOPMaLIMK
BOTKM OaHHbIX, aHa- | B COBPEMEHHbIX KOMMbIOTEPHBIX CUCTEMAX
nusmpoBaTb  BO3- | YMeTb: NPOU3BOANTbL YCTAHOBKY, Hanaaky, Te-
CTUpPOBaHWE 1 06CNy>KMBaHNE COBPEMEHHbIX




MOXHOCTU UX WUC-
nonb3oBaHus  npwu
paspaboTtke  npo-
rpaMmmHoro obecne-
YeHus B npodheccu-
OHarnbHOW aesiTenb-
HOCTU

cpencTB KpunTorpaduyeckon 3awmnTsl MHAOP-
MaLmu

BnapeTb: NpakTn4eckMMu HaBbIkaMu pasBep-
TbiBaHWS YOOCTOBEPSAIOLLEro LieHTpa Ansa pea-
nmM3aumm TeXHONOIMIN C UCMONb30BaHWEM KBa-
NNULMPOBAHHOM 3NEKTPOHHOW NOANMUCH

MK-3

CnocobeH npoBo-
OUTb aHanua 6es-
onacHoctM  npo-
rpaMMHbIX
cpeacTB B KOMMb-
IOTEPHBIX  CcuUCTe-
Max

MK-3.2 | 3HaeT coBpemeH- | 3HaTb: TpebOBaHNSA HOPMATUBHBIX JOKYMEH-
Hble€ TEXHONOMMM 3a- | TOB, MEeTOAbl aHan13a nHopMaLoHHON 6es-
WMThI 3MEKTPOH- | OMACHOCTU NPU NPOEKTMPOBAHNM 1 SKCMyaTa-
HOrO  [AOKYMEHTO- | Lun MHAOPMAaLMOHHBLIX CUCTEM MPU UCMOMb30-
0obopoTa, TEexXHOMo- | BaHWM CPeaCcTB AMEeKTPOHHOW NoANMcH
rn 3aWmTbl 00bek- | YMeTb: aHanuanposaTb 1 pa3pabaTbiBaTe MO-
TOB  9MEKTPOHHOrO | Aenu yrpo3 Ans pasnuyHbiX 00 bEKTOB 3aLLuThbI
KOHTEHTa OT He- | MPU UCNONb30BaHUN CPEACTB SNEKTPOHHOM
CaHKLMOHUPOBaH- noanmcu
HOro ucnonb3oBa- | BnapgeTb: NpakTU4eckMMy HaBblkaMu OOPMU-
HUSA poBaHusa TpeboBaHnM 6e3onacHOCT MHGOP-
MaLmMKn AN pa3nnyHbIX KIacCcoB U YPOBHEW 3a-
LLUMLEHHOCTU MHAOPMALMOHHBIX CUCTEM
MK-3.4 | ymeeTr aHanuanpo- | 3HaTb: 6a3oBble NOHATUSA, TpebOBaHNSA HOP-

BaTb BO3MOXHOCTHU
MCMOnb30BaHUsA Co-
BPEMEHHbIX TEeXHO-
Norvin 3almTbl AaH-
HblIX W 0ObekToB
SMNEKTPOHHOIO  KOH-
TeHTa

MaTMBHbIX OKYMEHTOB, METOAbl aHann3a uH-
dopmaLmoHHo 6e30MacHOCTM NPU NPOEKTU-
pOBaHUM 1 aKcnnyaTauum MHHOPMaLMOHHBIX
CMCTEM NpW UCMONb30BaHWUN CPEACTB 3Mek-
TPOHHOW NOAMNWCH

YMeTb: aHanuanpoBaTtb 1 paspabaTbiBaTe MO-
Aenv yrpos Ans pasnuyHbiX BapnaHToB Mo-
CTPOEHMS 3aLUULLEHHbIX UH(POPMALMOHHBIX CU-
CTeM NP1 UCMONb30BaHNN 3NEKTPOHHOW Noa-
nucu

BnapeTb: npakTnyeckuMmu HaBblikaMm oOpMm-
poBaHusi TpeboBaHun 6e3onacHoOCTV MHGOP-
Maumun Ans pasnnyHbIX KNaccoB U YPOBHEW 3a-
LLMLLEHHOCTN MHPOPMALMOHHBIX CUCTEM

12. O61bemM AMcuMNIIMHbI B 3a4eTHbIX egnHuuax/yac — 3/108.

CDopma npome)l(yTquoﬁ aTTecTauum: 3a4eT C OLIEHKOWN.

13. TpyaoemkocTb NO BUAam y4ebHon paboTbl

TpynoemMKocTb
Bug yyebHon paboThbl Mo cemecTpam
Bcero
Ne cemecTpa 8 Ne cemecTtpa Wtoro

AyOMTOPHbIE 3aHATMSA 56 56 56

nexkuum 28 28 28
B TOM 4ucne: npakTu4eckme 14 14 14

nabopatopHble 14 14 14
CamoctositenbHasa pabota 52 52 52
B TOM 4ucrie: KypcoBas pabota (NpoekT) - - -
dopma NpomMexyTo4HOM aTTecTaLmm - - -
(3k3ameH — 4ac.)

Wtoro: 108 108 108




13.1. CopepxaHne AUCLUNIIUHBI

Peanusauus
Ne HaumeHosaHue pasaena aucLn-
CopaepxaHue pasgena QUCLUninHbI MSIMHbLI C NOMO-
n/n pasgena AuCunninHbl .
LLbIO OHMaWnH-
Kypca, QYMK *
1. NNekumnn
1.1 | UHdpacTpykTypa OTKpPbI- 1. OnekTpoHHasa NoAnuCb, Ha3Ha4YeHe 1 NpumeHe-
TbIX KMOYEN W INEKTPOH- | HUE, UCTOPUS BO3HUKHOBEHMUS, WCMOMb3yeMble anro-
Has noanuchb pUTMBbI.
2. Ceptudumkar kntova npoBEPKM IMEKTPOHHON Noa-
nncu. OCHOBHbIE NOHATUSA U ONpeaeneHus.
3. XpaHeHune 3akpbiToro krtoda. OCHOBHbIE Yrpo3bl
KpunToaTak.
4. NHdppacTpykTypa OTKpbITbIX krtoden (PKI). Ygo-
CTOBEPSAOLMN LIeHTP. Bo3MOXHbIE apXuTeKTypbl MO-
cTpoeHunsa PKI.
1.2 | HopmaTuBHO-npaBoBble 5. ®egepanbHbIn 3akoH Poccuinckon depepaunm ot
OOKYyMeHTbI, pernameHTu- | 6 anpens 2011 r. N 63-93 «O6 anekTpoHHOM nognucmy.
pytoLiune npumeHeHne | Buabl aNeKTPOHHOW NOANUCHK.
AMEKTPOHHOK Noanucu 6. Npukaz MuHkomcasn Poccum ot 23.11.2011 N
320 "O6 akkpeguTauumn yooCTOBEPSIOLLMX LLEHTPOB".
7. Mpukas ®CB ot 27 pekabps 2011 r. N 795 «O6
yTBepxaeHun TpebosaHuii k hopme KBannuumpoBaH-
HOro cepTudukaTa Knoda NPoBEPKM SMNEKTPOHHOW Noa-
nucux». Mpukas ®CHB ot 27 gekabpsa 2011 r. N 796 «O6
yTBepxaeHun TpeboBaHMn K cpeacTBam 3rIeKTPOHHON
nognucu n TpeboBaHUM K cpeacTtBamMm yOoOCTOBEpPSIHO-
LLero LeHTpay.
1.3 | TexHonoruu chopmmpoBa- 8. Kpuntonposangepbl. OCHOBHbIE TEXHOMOMU, UC-
HWS 3aKpbITbIX KNOYEeW M | Nonb3yemble Mpu pasBépPTbiBAHUM YOOCTOBEPSHOLLNX
cepTUdUKaToOB OTKPLITbIX | LIEHTPOB.
Kntoyen npoBepKn 3rek- 9. PasgépThiBaHMEe  yOOCTOBEpSAOLEro  LeHTpa
TPOHHOW NoAnNucu Kpuntollpo YL. OcHoBHble 3agayu, BbIMOMHAEMbIE HA
yAocToBepstoLLeM LeHTpe. TpeboBaHusi no 6esonacHo-
CTU MHdOpMaLNW.
1.4 | CpeactBa 9neKTPOHHOM 10. TunoBble peLleHns, peanusyloline BO3MOX-
noanucm HOCTb NPUMEHEHUS 3NEKTPOHHON NoaMNncHu.
11. YHuBepcanbHas anekTpoHHas kapTta. [lopTtan
rocygapctBeHHbIXx ycnyr Poccuiickon ®degepaunu,
3NEKTPOHHadA NoYTa, TEKCTOBbIE PeaaKTophbl, cneunanm-
31poBaHHbIe cpeacTBa.
1.5 | Yrposbl 6Ge3onacHocTu 12. Yrpo3bl 6GesonacHocTn WHdopMmaumm npu Uc-
WHpopMaLUMM U OCHOB- | NONb30BAHUW ANEKTPOHHOW NOANUCH.
Hble HarnpaBneHus 3a- 13. OcHOBHble HanpaBneHus 3alnTbl, CBA3aHHbIE C
WNTbI, CBSAI3@HHblIE C WUC- | UCNOMb30BaHUEM 3MNEKTPOHHOW NOANUCHK.
Nonb30BaHMEM 3MNEKTPOH-
HOW nognucu
1.6 | bnok4yeiH. OcHOBHbIE NO- 14. ApxuTekTypa nporpammMHoro obecrneveHust u ee
HATUA CBSA3b C TEXHoNornen onokyenHa. lNMpevmyliecTea u He-
JocTaTkM pacnpefenenHbix cuctem. Peanmsauus wm
nogaepkka LIeNOCTHOCTM B pacnpederieHHbIX cucTe-
Max.
15. O6ecneveHne JOBEPUTENBHOCTU U LLENTOCTHOCTHU
B pacnpefeneHHbix cuctemax. [MpaBo BnageHus wu
6nok4yeliH. Npobnema ABONHOrO pacxoaoBaHus.
16. MNpumepbl CTPYKTYP AaHHbIX U anropuTMoB, pe-
LUAKLLMX 3a4a4M peanu3aunm 6110KYenH TEXHOMOTUIA.
1.7 | MNepcnekTuBbl U NpakTu- 17. NepcnekTnBbl U NpaKTUYECKOe WUCNONb3OBaHWe

yeckoe ucnonb3oBaHue
Onok4YenH TexHonorum

ONoKYenH TEXHOMNOIUN.

2. lNpaKkTuyeckue 3aHaTusa
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WHppacTpykTypa OTKpbI-
ThIX KMOYEN U INEKTPOH-
Has noanuchb

1. IaydeHne OCHOBHbIX BO3MOXXHOCTEWN NporpamMmm-
HbIX peanusaunin cepTudPULMPOBaHHbLIX CPEACTB KpUM-
To3awmTel nHopmauun (Kpuntollpo CSP, VipNet
CSP.).

2.2 HopmaTtuneHo-npaBoBbIe 2. OueHka Tvna u NpUHSTUE peLLeHns 0 JOBEPUM
OOKYMEHTbI, perfnameHTu- | 3reKTPOHHOM noanucuy.
pyloLme npuUMeHeHune 3. UsyueHune Bo3moxHoCTeN nporpammbl Kpunto-
ANEKTPOHHON NoanucH Apwm.

2.3 | TexHonoruu chopmumpoBa- 4. l3yyeHune BO3MOXHOCTEN NPUMEHEHMUS ANEKTPOH-
HWUSI 3aKPbITbIX KITOYEN U | HbIX HOCUTENeW MHopMaummn onsa paboTbl C ANEKTPOH-
cepTUdUKaTOB OTKPLITLIX | HOW MOAMMUCHIO.

Krntoven npoBepKn 3rnek-
TPOHHOW NOANUCH

2.4 | CpeactBa  9neKTPOHHOM 5. N3y4yeHune TMNoOBbLIX CPeacTB 1 cnocoboB npume-

nognucu HEHWs M UCNOSTb30BaHUA 3NEKTPOHHOM NOAMNUCHU.
3. llabopaTopHble paboThbl

3.1 | VIHdpacTpykTypa OTKpbI- 1. ViccnepoBaHue BO3MOXHbIX BapnaHTOB NpUMeHe-
ThIX KMOYEN M ANEKTPOH- | HAS U BO3MOXHOCTEN ynpaBneHus ceptudukatamn B
Has nognucb onepaunoHHoun cucteme Windows.

2. CpaBHUTENbBHbIN aHann3 BO3MOXHOCTEN TUMOBbLIX
KpMnTonpoBangepos.

3.2 HopmaTtneHo-npaBoBbIe 3. WccnepoBaHne M oueHKa HageXHOCTU anroput-
OOKYMEHTbI, perfameHT- | MOB YCTAHOBMEHMS LOBEPUS K SNEKTPOHHOM NoANUCHK.
pytoLime npumMeHeHne
3NEeKTPOHHOW noanucu

3.3 | TexHonoruu popmupoBa- 4. Pa3sBepTblBaHWe YyOOCTOBepPSIOLWEro LeHTpa
HUA 3aKkpbITbiX Kntoden n | Kpuntollpo YLI.

CepTUdUNKATOB OTKPbITbIX 5. NccnepoBaHne BO3MOXHOCTEN NPUMEHEHUS yao-
KMoyer MNpOBEPKU 3NeK- | CTOBEPSIOLWEro LeHTpa Ans paboTbl C 3NEeKTPOHHOW
TPOHHOW NoANUCcH noanucero

3.4 | CpeactBa  9neKTPOHHOM 6. Vicnonb3oBaHne anekTpoHHOW noanvcu Ans 3a-
nognucm LWNTbl JOKYMeHToobopoTa.

3.5 | Yrposbl BGesonacHocTn 7. ViccnepoBaHue BO3MOXHOCTEN N3BMEYEHNS U He-

nHpopmMaumMm ”n OCHOB-
Hble HarnpaBneHus 3a-
LWMTbI, CBSA3a@HHbIE C UC-
Nonb30BaHWEM 3MIEKTPOH-
HOW noanucu

NpaBOMEPHOro UCMOSb30BaHWS 3aKPbITOroO Kr4a anek-
TPOHHOW NOAMNUCHK.

13.2. Tembl (pasaenbl) AUCUUNIIUHBbI U BUAbI 3aHATUN

Ne HanmeHoBaHue TeMbl Bugpl 3aHaTUn (4acos)
n/n (pasgena) gucuUNnHbI Jlekumm | Jla6. | MNpak. | Cam. pabota Bcero
1 WHdpacTpykTypa OTKPbITLIX KNoYen U 6 4 4 6 20
3NEeKTPOHHasa Noanuch
2 HopmaTtusHo-npaBoBble [OKYMEHTHI, pe-
rmameHTupylowime npuMeHeHue 3nek- 4 2 4 6 16
TPOHHOW NOANUCH
3 TexHonorun ¢OpPMUPOBAHNS  3aKPbITbIX
KNoYen n ceptudmKkaToB OTKPbITLIX Krto- 4 4 4 10 22
Yel NPOBEPKM INEKTPOHHON NoANUCH
4 CpeacTBa aneKkTpOHHOM noanncu 4 2 2 6 14
5 Yrpo3bl 6e3onacHocT MHopMaLun 1 oc-
HOBHbIE HamMpaBneHus 3aluThl, CBA3AH- 4 > i 4 10
Hble C WCMOMb30BaHMEM 3NEKTPOHHOM
nognucm
6 BnokyenH. OCHOBHbIE NOHATUS 4 - - 10 14
7 [NpakTnyeckoe ncrnonb3oBaHWe 1 Nnepcnek- i i 10 12
TVBbl ONTOKYENH TEXHOMOrIM
NToro: 28 14 14 52 108

14. MeToanyeckue yKa3aHua and OGyHaIOU.IMXCFI no OCBOEHUIO ANCLIMMNMIIUHLI
(pexkomeHdayuu 06yHaroWUMCS 10 OCE0EHUI0 QUCYUNIIUHLI: paboma ¢ KOHCeKmamu JIeKUut, Npe3eHmayUuoHHbIM Mamepuasiom, bl-
rofiHeHue npaxkmuyeckux 3adaHuti, mecmos, 3adaHuli mekywel ammecmauuu u m.d.)




1) Mpn M3yvyeHUn guCUMNIMHBLI PEKOMEHOYeTCs MUCMonb3oBaTh creayrolne cpen-
cTBa:

- pEKOMeHayeMy0 OCHOBHYIO W JOMONMHUTENbLHYIO NuTepaTypy;

- MeToAMYeCKMEe yKka3aHusa 1 nocobus;

- KOHTPOJIbHbIE 3alaHnA AN 3aKpeneHnsa TeopeTMYecKoro maTepmana;
SMNEKTPOHHbIE BEPCUMU Yy4eOHMKOB M METOOUYECKUX yKasaHuMW ONs BbINONHeHua nabopa-
TOPHO-NPaKTU4eckux paboT (Npn HeobxoaUMOCTM MaTepmarbl paccbiNatTCa MO AMNEKTPOH-
HOW nou4Te).

2) [Ina makcMmManbHOro yCBOEHMS AUCUUMIIMHBLI peKOMeHAyeTCs NpoBeaeHne Nuch-
MEHHOro onpoca (TecTMpoBaHue, peLleHne 3agad) CTygeHTOB Mo maTtepuanam nexkunm un
npakTnyecknx pabot. Noabopka BONPOCoB Anst TECTUPOBAHWUS OCYLLECTBMNSETCA Ha OCHOBE
N3y4eHHOro TeopeTn4eckoro martepuana. Takon nogxon no3sonseT NoBbICUTbL MOTUBALNIO
CTYAEHTOB NPV KOHCNEKTMPOBaHUN NEKLUMOHHOro Matepuana.

3) Mpwn nposegeHnn nabopaTopHbIX 3aHATUI obecneynBaeTca MakCcMManbHas cTe-
NMeHb COOTBETCTBUSA C MaTepmnanom NEKUMOHHbIX 3aHATUI U OCYLLECTBNSAETCS SKCrNepuMeH-
TanbHas NpoBepka MeTodoB, anropuTMOB U TEXHONOrmMn o6paboTkm MHpopmaumm, usnara-
€MbIX B paMKax nekuumn.

B xone camoctoaTensHon paboTbl HEOOXOAMMO yAEeNnUTb OCHOBHOE BHUMaHWe pa-
B6oTe C TEKCTOM KOHCMeKTa Nekummn, N3y4yeHno pekoMeHA0BaHHOW nuTepaTypbl, N3y4EeHNIo
HOPMaTUBHBIX JOKYMEHTOB MO MHOPMaLMOHHON Ge30NacHOCTH.

4) MNpwn ncnonb3oBaHMN ANCTAaHLUMOHHBIX 06pasoBaTenbHbIX TEXHONOMMIA N 3NEKTPOH-
HOro obyyeHWs BbIMOMHATL BCE yKasaHus npernofaBaTerier, BOBpeMs MOAKMYaTbCa K
online 3aHATMAM, OTBETCTBEHHO NOAXOAUTb K 3afjaHNAM AN CaMOCTOSATENbHOW paboThbl.

15. Nepe4yeHb OCHOBHOM U AONOJNIHUTENILHOWN NUTEpPaTypbl, PECYPCOB UHTEPHET, He-

O6XOJ.'WI MbIX ANA OCBOEeHUsA ANCUNNINUHLI
(criucok numepamypbi oghopmissemcsi 8 coomeemcemeuu ¢ mpebosaHusimu FOCT u ucrionb3yemcsi obwasi
CKBO3Hasi Hymepauus 0515 ecex 8UO08 UCMOYHUKO8)

a) OCHOBHas nuTepartypa:

Ne n/n McToYHMK
1 Ckyauc, 3. NpoTmBocTOAHNE XxakepaM. NowaroBoe pykoBOACTBO MO KOMMBbKOTEPHBLIM aTakam U
acppekTnHOM 3awmTe : / 3. Ckyamc .— Mocksa : MK lMpecc, 2009 .— 512 c. : un. — (3awuTta
n agMuHucTpupoBaHue) .— .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1112>.

0) gononHUTENbHAsA nNuTepartypa:

Ne n/n MCcTOYHMK
2 doctep, Dxenmc. 3awmuTa oT B3noma: cokeTbl, akcnnonTsl, shell-kog : / Ix. doctep, M. lMpaiic ;
nep. ¢ aHrn. A. A. CnuHknHa .— Mocksa : MK lNpecc, 2008 .— 784 c. : un. — (MHdpopmaumnon-
Has 6e3onacHocTb) .— .— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1 id=1117>.
3 NuwewnHoB, Bavecnas Akosnesud. 3awuta KoHduaeHumMansHon nigopmaumm : [yuebHoe noco-

6uve ans cTya. By3oB., 0byy. no cneunansHoct 090103 "OpraHusaumsa n TeXHONOrMs 3aLuThbl
nHpopmaumn" n 090104 "KomnnekcHas 3awwmta o6bekToB HdopmaTtmsaummn” |/ B.A. NwenHos,
M.B. MeuatyHsiH .— M. : POPYM, 2009 .— 254 c. : un. — (Bbicluee obpasoBaHue) .— Bnb-
nmorp.: ¢.249-254 .— ISBN 978-5-91134-336-1.

4 "paxxgaHckmi kogekc Poccuiickon Pegepaumm, Yactb 1, maea 9, ctatbs 160

5 FOCT P 34.10-2012. NHdpopmauuoHHasa TexHonorus. Kpuntorpadmyeckas 3awmra nHdopma-
uuun. Mpouecchl HhopMMPOBaHUSA U NPOBEPKN 3NEKTPOHHOW LMAPOBOW NoAnncK

6 depepanbHbi 3akoH Poccunckon ®enepaumm ot 6 anpens 2011 r. N 63-03 «O6 anekTpoHHOM
nognucmn»

7 AHToHONynoc A.M. OcsauBaem 6uTkouH / nep. ¢ aHr. A.B. CHactuHa. — M.: IMK Tlpecc, 2018. -
428 c.: un. ISBN 978-5-94074-965-3

7 OcHoBbI 61oK4enHa: BBOOHbIV KypC AN HaunHatowmx B 25 Hebonblumnx rmaeax: OMK lMpecc;
Mockea; 2018 ISBN 978-5-97060-591-2

8 TexHonornsa 6MoKYenH: To, YTO ABWXET (PUHAHCOBOM peBontoumen cerogHs / [loH TanckoTT,

Anekc TanckoTT ; [nep. ¢ aHrn. K. Wawkoson, E. PsaxuHon]»: 9kecmo; Mockea; 2017
ISBN 978-5-699-95092-8



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A1%D0%BA%D1%83%D0%B4%D0%B8%D1%81,%20%D0%AD%D0%B4%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1112
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3275&TERM=%D0%A4%D0%BE%D1%81%D1%82%D0%B5%D1%80,%20%D0%94%D0%B6%D0%B5%D0%B9%D0%BC%D1%81%5B1,1004,4,101%5D&LANG=rus
http://e.lanbook.com/books/element.php?pl1_cid=25&pl1_id=1117

9 BnokyenH: Kak 310 paboTtaeT u 4to xaeT Hac 3aBTpa / Aptem ['eHkuH, Anekce MuxeeB»: Anb-
nuHa MNabnuwep; Mockea; 2018
ISBN 978-5-9614-5046-0

B) WH(POPMaLMOHHbIE 3NEKTPOHHO-0Opa3oBaTesnbHble pecypcbl (oduumnanbHble pecypchbl
NHTEPHET)™:
Ne n/n Pecypc

10 OneMeHTbl TEOpUM YMCEeN M KpunTo3alwmTa : yuebHoe nocobue ans By3os. Y. 2 / BopoHex. roc.
yH-T; cocT.: B.H. BopoHkos, A.C. Lleronesatbix .— BopoHex : ML BI'Y, 2008 .— 95 c. : un. —
Bubnuorp.: .95 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m08-238.pdf>
11 http://www.cryptopro.ru
12 OneKTPOHHbIN KaTanor Hay4yHon 6ubnmoTtekn BopoHEXCKOro rocyqapCTBEHHOro yHuBepcuTeTa.
— (http // www.lib.vsu.ru/).
13 OneKTPOoHHbIN kaTanor Hay4yHown 6ubnunotekn BopoHexXcKoro rocyaapCTBEHHOIO yHUBEpCUTETa. —
(http // www.lib.vsu.ru/).
* BHayvane ykasbiBatoTca IBC, ¢ koTopbiMu nmetoTcsa gorosopa y BI'Y, 3atem OTKpbITble 3NeKTPOHHO-06pa3o-
BaTeNbHbIE PECYPChI

16. Mepe4vyeHb y4eOHO-MeTOaNYECKOrO ob6ecnevyeHns AN CaMOCTOATEeNIbHOU paboTbl
(y4ebHo-memoduydeckue pekomeHOayuu, nocobusi, 3adaqyHuKU, Memoou4ecKUe yKa3aHusi rno 8bIMoSTHEHUI
npakmu4eckux (KOHMpPOsibHbIX) pabom u dp.)

Ne n/n MCTOYHNKK
1 http://www.infotecs.ru
2 http://www.rsdn.ru/article/crypto/cspsecrets.xml CekpeTbl paspadoTtkun CSP ana Windows. Co-

3aaHue kpunTtorpaduyeckoro nposangepa ans Windows. 3bipsHoB KOpuii Cepreesud, OO0
“TIMCCK”. Uctounnk: RSDN Magazine #3-2006

http://lwww.lissi-crypto.ru/

http://www.signal-com.ru

http://www.cryptopro.ru

http://www.shipka.ru

oo~ |lw

17. O6pa3oBaTernibHble TEXHONOrMn, UCNosib3yeMblie Npu peanusauum y4ebHom auc-
LUUNMUHbI, BKNOYaa AUCTaAHLMOHHbIe obpasoBaTtenbHble TexHonoruu (OOT, anek-
TpoHHOe oby4yeHue (J0), cmewaHHOe obOy4eHue):

[nsa peannsaumm y4ebHOro npoLecca Ucnosb3yeTcst yCTaHOBEHHAsA BEpCUS nakeTa
cpeapbl BupTyanusaumm Oracle VM VirtualBox; o6pa3sbl onepaumoHHbIX CUCTEM CEMENCTBA
Windows v.7, 8, 10, Windows Server v. 2008-2019; Microsoft SQL Server; goctyn B ceTb
NHTepHeT; LibreOffice v.5-7; Foxit PDF Reader; CnpaBo4Ho-npaBoBasi cuctema (ClC) Kon-
CynbTaHT+ ansa obpasoBaHus.

Mpn peanusaumm OUCUUNANHBI MOTYT MCMNOMb30BaTbCA TEXHOMOMMU 3NEKTPOHHOIO
00y4yeHus n ancTaHUMoHHbIe obpasoBaTenbHble TEXHONOMMN Ha 6ase nopTana edu.vsu.ru,
a Takke gpyrve OOCTYMNHble pecypcbl ceTn NHTepHeT.

18. MaTtepmanbHoO-TexHU4YecKoe obecnevyeHme AUCLUNIINHDI:

1) YuebHasa aygutopusi (koMnbloTepHbIN Kracc) (ogHa ua Ne1-4 kopn. 1a, ayg. Ne
382-385): cneumanunsnpoBaHHasa mebenb, NnepcoHanbHble KoMNbloTepbl Ha 6a3e i15-9600KF-
3,71 Ty, moHuTopbl KK 24” (16 WwT.), cneunanuampoBaHHass mebenb: Jocka mapkepHas 1
WT., cTonbl 16 Wt., cTynbsa 33 WT.; 4OCTYN K hoHAaM y4eOHO-METOANYECKOWN AOKYMEHTaLNN
N SNEKTPOHHbLIM N3AaHNSIM, OCTYN K 9NEKTPOHHbIM BUBNMOTEYHBIM CUCTEMAM, BbiXoA B VH-
TepHeT.[10: OC Windows v.7, 8, 10, Habop ytunut (apxmBatopbl, pann-meHegxepbl),
LibreOffice v.5-7, Foxit PDF Reader.

2) Anga nposegeHus nabopaTopHbIX U NpakTn4eckmx pabot. KoMmnbloTepHbIN Knacc
(oaunH 13 Ne1-3 kopn. 1a, aya. Ne 290, 293, 383), NK-Intel-i7 16 wT. (c onepaTnBHOM Nnamsi-
Tbio HEe MeHee 8 rurabanT, pekomeHayeTcs 16 rmrabanT), cneunanmaMpoBaHHasa Mebenb:
Aocka MapkepHas 1 WwrT., ctonbl 16 WwT., cTynba 33 WT.; 4OCTyn K dooHAam y4ebHo-meToan-
YEeCKOW JOKYMEHTaLMM U 3NEKTPOHHBIM U3AaHNSM, OOCTYN K 9NEKTPOHHbIM BMBNNoTEYHbIM
cuctemam, Bbixoq B MIHTepHeT.


http://www.rsdn.ru/article/crypto/cspsecrets.xml

19. OueHo4HbIe cpeacTBa ANA NPoOBeAEeHUA TEeKYLLEeN N NPOMEXYTOYHOWN aTTecTaumm

MopaOoK OUEeHKN OCBOEHUs obyvarlummMucsa y4eGHOro mMaTepuana onpegensiercs
coep)XaHWeM crieayoLmx pasgenoB AUCLUUMIUHDI:

Ne H Komne- | WHankaTop(bl)
n/ anmMeHoBanme pasaena TeH- OOCTUXEHNA OueHouHble cpeacTBa
AvcumnnuHel (Moayns)
n uns(n) KoMneTeHumu
1 | 1. IHcbpacTpyKTypa OTKPbITbIX KO- MK-1 MKB-1.2 KoHTponbHasa paboTta no coot-
Yew 1 ANEeKTPOHHasA NOANUCh BETCTBYIOLLMM pa3genam.
2. HopmaTnBHO-NpaBoBbIe AOKY- JlabopaTtopHas paboTa no coot-
MEHTbI, perfnameHT1pyoLme npume- BETCTBYIOLLMM pasgenam.
HEHWE ANEKTPOHHOW NOANMUCHK
2 | 3. TexHonorun chopMmpoBaHus 3a- MK-1 MK-1.3 KoHTponbHas paboTta no coot-
KPbITbIX KIoYen n ceptndmkaTos BETCTBYIOLLMM pasgenam.
OTKPbITbIX KIMOYeW NPOBEPKMN 3rekK-
TPOHHOW NoAanucn JlabopaTopHas paboTa no coot-
BETCTBYIOLLMM pa3genam.
4. CpepncTtBa 3NEKTPOHHOWM nognuncu
3 | 5. Yrposbl 6e3onacHocTv nHdopma- MK-3 MK-3.2 KoHTponbHasa paboTta no coot-
LN N OCHOBHbIE HarnpaBreHns 3a- MK-3.4 BETCTBYIOLLMM pa3genam.
LNTBI, CBA3AHHbIE C UCMOJb30Ba-
HUEM 3MEKTPOHHOW nognucu JlabopaTopHasg paboTa no cooT-
BETCTBYIOLLUM pasgernam
6. Bnok4elH. OCHOBHbIE NOHATHS.
7. MNepcnekTyBbl M NpakTU4ecKoe nc-
nonb3oBaHue GIOKYENH TEXHOMNOTMI
lMpomexyToyHasa aTTecTtaumsi lNepeyeHb BOMPOCOB, NpakTuye-
dopma KoHTpons — 3advet, KP CKoe 3ajaHue

20. TunoBble OLEHOYHbLIE CpeAcTBa U MeToAMYecKue maTtepuansi, onpegensiowue
npoueaypbl oLueHUBaHUA

20.1. TeKywWwmn KOHTPONb yCNeBaeMoCTHU

Tekywasa arrecrtaums NpoBogUTCA B COOTBETCTBMM C [1onoXeHnem o TekyLlen atTectauum

obyvarowmxca no nporpamMmmam BbicLero obpasoBaHuMst BOpoOHEXCKOro rocygapCTBEHHOIO
yHuBepcuTeTa.

Tekywaa atrectaums npoBoAUTCA B (hopmax YCTHOro onpoca (MHOVBMAYyanbHbIA OMpoc,
dpoHTanbLHas

Becena) M NIMCbMEHHbIX paboT (KOHTPONbHbIE, TabopaTopHbie paboTsl). Mpu oLeHMBaHUU MO-
ryT

MCMNOMb30BaTbCHA KONMNMYECTBEHHbIE UMM KaYeCTBEHHbIe LKarbl OLLeHOK.

TeKyLWWnn KOHTPOb YyCNeBaeMOCTM MO AUCUMMIINHE OCYLLLECTBIISETCS C MOMOLLbIO CeayoLwmx
OLEHOYHbIX

cpencTB:

YcTHbIN onpoc; KoHTponbHas paboTa no TeopeTndeckom Yactu kypca; JlabopatopHble paboThl

Ne HanmeHoBaHue oue- [NpencraBneHne oLeHOYHOro
HOYHOIO cpefcTBa cpeacTea B ooHae
1 2 3 4

Kputepuu oueHkn

1 YCTHbIN onpoc

Bonpockl no Temam/pasgenam amc-
LUUMMUHbI

[MpaBunbHbIN OTBET — 3a4TEHO,
HenpaBuUIbHbLIA UNN NPUHLUNUANLHO
HETOYHbIN OTBET - HE 3a4TEHO

2 KoHTponbHas paboTta
no pasgenam AucLu-
NMAWHbLI

Bonpockl no Temam/pasgenam gmc-
LMMMHBI

LWkana oueHuBaHUs COOTBETCTBYET
npueegeHHon B pasgene 20.2




3 JlabopaTopHasi paboTa

Coaepxut 7 nabopaTopHbIX 3aga-
HUR, NpeaycMaTpuBatoLLme paspa-
60TKy TpeboBaHWI MO YPOBHAM U
Knaccam 3alluLLEeHHOCTU pasnuny-
HbIX MH(OPMALMOHHBLIX CUCTEM,
pa3paboTkM M BHEOPEHUS MX CU-
CTEM 3allnThbl, @ TaKKe KOHTpons
ee ahheKTUBHOCTH.

Mpy ycnewHo BbINOMHEHWUN PaboTbl
CTaBUTCA OLEHKa 3a4TeHO M Ocy-
LLLECTBNSAETCA OOMNYCK K 9K3aMeHy, B
NPOTUBHOM CIly4ae CTaBUTCS OLIEHKA
He 3a4yTeHo 1 obyyaroLuncsa He [o-
NnycKaeTcsl K 3K3aMeHy.

4 KM npomexyTo4yHon
aTTecTauum

Kaxabln KOHTPONbHO-U3MEpPUTESb-
HbI MaTepuan ang nposegeHns

LLkanbl oLeHnBaHNAa NnpuBeaeHbl B
pasgene 20.2

NPOMEXYTOYHOM aTTecTauumn
BKIMOYaEeT BONPOCHI 41151 KOHTPOIS
3HaHWN, YMEHWI N BNageHuin B
pamKkax OLEeHKM YpOBHS chopmMu-
POBAHHOCTM KOMMNETEHLINN.

20.2. NMpomexyTo4yHana aTrectauums

[MpomexyTouHas aTtTecTaums MOXET BKMoYaTb B cebs TeopeTudeckue BOMpocChl,
NO3BOMAKLWNE OUEHUTb YPOBEHb MOMYYEHHbIX 3HAHUW W/MNW nNpakTudeckoe (une) 3apa-
Hue(s1), nossonstoLiee (Me) OLEHNTb CTENEHb CHOPMUPOBAHHOCTM YMEHMI N HABLIKOB.

Mpn oueHVBaHWUM MOFYT MCMOMb30BaTbCH KOMUYECTBEHHbIE WM KayeCTBEHHble
LUKaITbl OLEHOK.

[na oueHmBaHWA pesyrnbTaToB 0OYYEeHUs NpU MpPoBedeHUN MPOMEXYTOYHOM aTTe-
cTauuMu UCNonb3yHTCS creayloLmne cogepxaTterbHble nokasarenu (hopmynmpyeTcs ¢ yve-
TOM KOHKPETHbIX TpeboBaHWU ONCLMNIINHDI):

1) 3HaHMe HOPMATUBHbIX LOKYMEHTOB, OCHOBHbIX OnpeaerieHun, NOHATUN U UC-
Nonb3yemMon TepMUHOSIOrnu;

2) ymeHue npoBoauTb OBOCHOBaHWe TpeboBaHU HOPMATUBHBLIX LOKYMEHTOB W
NPaKTUYECKNX Mep UX peanuayrowmnx ¢ UCMofb30BaHNEM C UCMOSb30BaHUEM cepTuuumn-
POBaHHbIX CPeACTB 3aLLMTbl UHpOopMaLuu;

3) yMeHue cBa3biBaTh TpeboBaHWSE HOPMATUBHbLIX JOKYMEHTOB C NPAKTUKOWN, UNJHO-
CTpMpoBaTb OTBET NpUMepamu, B TOM 4ucrie, CO6CTBEHHbIMU, YMEHME BbIABNATb U aHanu-
31MpoBaTb OCHOBHbIE 3aKOHOMEPHOCTHU, MOMy4YeHHbIe, B TOM Y1Che, B X04e BbINOSTHEHUS Na-
BopaTopHO-NPaKTUYECKNX 3a4aHu;

4) ymeHne 0BOCHOBbLIBATbL CBOW CYXOEHUSA U NPOeCcCMoHarnbHyo No3numio no ms-
naraemomy BOMNpocy;

5) BRageHWe HaBblkaMy NMPOrpaMMMPOBaHUSA U aAMUHUCTPUPOBAHUS KOMMbOTEP-
HbIX CUCTEM U CPEACTB 3alUnTbl B paMKaX BbINOSIHAEMbIX TabopaTOPHbIX 3a4aHNiA;

6) BnNageHwe HaBblkaMu NPOBEAEHUS KOMMbIOTEPHOrO 3KCrNepuMeHTa, TecTMpoBa-
HUS KOMMbIOTEPHBIX MOAEeNen anropuTMoB 06paboTkn MHopmauun.

PasnuyHble kombuHaumMn nepevmcneHHbIX nokasarenen onpenenstoT KopMTepum oue-
HMBaHMA pe3ynbTaToB 00y4yeHUs (CHOPMUPOBAHHOCTU KOMMETEHUUIN) HA rOCyAapCTBEHHOM
3K3aMeHe:

—  BbICOKWUI (YrnybreHHbIN) ypoBEHb CCHOPMUPOBAHHOCTN KOMMNETEHLI;

—  MOBbIWEHHbIN (MPOABUHYTLIN) YpOBEHb CHOPMUPOBAHHOCTU KOMMNETEHLNN;

— noporoBbi (6a3oBbIN) ypoBEHb CHOPMUPOBAHHOCTN KOMMETEHLMN.

[nsa oueHnBaHUA pe3ynbTaTtoB 06yYeHNs Ha rocy4apCTBEHHOM 3K3aMeHe UCMONb3y-
eTcsa 4-6annbHas WKana: «OTIIMYHOY», «XOPOLLO», «yAOBMETBOPUTENBHOY», «HEYA0BNETBO-
putensHo». [Ina oueHnBaHMsa pesynbTaToB OOy4eHMs Ha 3a4eTe UCMONb3YeTCH — 3a4TEHO,
He 3a4TeHo Mo pesynbTaTtaM TECTUPOBaHUA.

CooTHoLeHne nokasaTenen, KpUTepUEB U LLKarbl OLeHUBaHNS pesyrnbTaToB oby4e-
HWS1 Ha rocygapCTBEHHOM 3K3aMeHe nNpeAcTaBneHo B cneayollen Tabnuue.

Kputepuu oueHMBaHUA KOMMETEHLUN U LLUKana OLUEeHOK Ha 3ayeTe
YpoBeHb

chopMmpoBaHHOCTHK
KOMMEeTEeHUnn

Kputepun oueHmBaHNs kKoMneTeHunin LLikana oueHok




OOyuatownncs 4eMOHCTPUPYET NOJTHOE COOTBETCTBME 3HAHWMN, MoBbILWEHHbIN YPO- OTnnyHo
YMEHMI, HaBbIKOB MO NPUBEAEHHLIM KpUTEPUSIM CBOOOAHO Ore- BEHb
PUPYET MOHATUAHBLIM annapaTtoM W NPUOBPETEHHBIMU 3HAHW-
AMMW, YMEHUSMW, MPUMEHSIET UX NPU PELLEHNM NMPAKTUYECKUX 3a-
Aau.

OTBeT Ha KOHTPOMbHO-U3MEPUTENBHLIN MaTepuan He MOJSHO- Bba3zoBbIi ypoBeHb Xopouo
CTbIO COOTBETCTBYET OQHOMY M3 NEPEYUCNEHHbIX Bbille MoKa-
3aTenen, Ho obyyalminca aaeT npaBuibHblE OTBEThI Ha J0-
nonHuTeNbHble BoMpockl. lMpu 3aToM obyyarowmncs OEeMOH-
CTpUpPYyeT COOTBETCTBUE 3HAHWUWA, YMEHWI, HABLIKOB NPMBEAEH-
HbIM B Tabnuuax nokasatensm, HO OOMyCKaeT He3HaunuTerlb-
Hble OWNOKKN, HETOYHOCTM, UCMbITbIBAET 3aTPyAHEHUS Npu pe-
LUEHUW NPAKTUYECKNX 3a4aM.

Ob6yvarowuncs AeMOHCTPUPYET HEMOMHOE COOTBETCTBUE 3Ha- MoporoBkil ypo- YnoBne-
HWW, YMEHWN, HaBbIKOB NpuBEAEHHbIM B Tabnuuax nokasaTe- BEHb TBOpU-
nsMm, gonyckaeT 3HaYMTeNbHbIe OWNOKM NpU peLleHnn npakTu- TenbHO

yeckmx 3agad. lMpyn 3TOM OTBET Ha KOHTPONbHO-U3MEPUTENb-
HbIi MaTepuan He cooTBeTCTBYyeT MobbiM ABYM U3 nepeymc-
NeHHbIX NnokasaTernen, obyyalLWnnca aaeT HENorHble OTBETHI
Ha JONOMHUTENbHBIE BONPOCHI.

OTBET Ha KOHTPONbHO-U3MEPUTENbHBIA MaTepuasn He COOTBET- - Heynosne-
CTBYeET NMtobbIM TPEM 13 NepeYvncreHHbix nokasarenen. Obyya- TBOpU-
HOLLMINCA OEMOHCTPUPYET OTPbIBOYHbIE, (hparMeHTapHble 3Ha- TEnbHO

HWUS1, JonycKkaeT rpyoble oLnbKu

20.3. NpuMepHbIM NepeyYeHb NPaKTU4ECKNX 3a4aHnN, TeM pecepaToB, TEM Npe3eHTa-
LMK, AOKNAAo0B, BONPOCOB K 3a4eTy C OLLeHKOU

Ne CogepxaHne

1 OneKTpoHHas NoanucCh, Ha3Ha4YeHNe U NPUMEHEHNe, UCTOPUS BO3HUKHOBEHUS, UCMONb3yeMble arn-
roputmbl. CepTudmkaT Knova NpOBEPKN ANEKTPOHHON NOANNCKU. XpaHeHMe 3aKpbITOro Kiwya.

2 OcHoBHble yrposbl KpunTtoatak. MHdpacTpyktypa oTkpbiThix krtoden (PKI). Ygoctosepsiowmii
ueHTp. BosamoxHble apxutekTypbl noctpoexus PKI..

3 ®epnepanbHbin 3akoH Poccuickon ®epepaumnun ot 6 anpens 2011 r. N 63-®3 «O6 aneKkTpoHHOM
nognucuy. Buabl 31eKTPOHHOW NOAMUCH.

4 Mpuka3 MuHkomcesasm Poccum ot 23.11.2011 N 320 "O6 akkpeguTauum yooCTOBEPSAOLWUX LieH-
TpoB".

5 Mpuka3 ®CBE ot 27 gekabps 2011 r. N 795 «O6 yTBepxaeHun TpeboBaHuii k oopme Keanudmum-
pPOBaHHOro cepTudurKaTa Krnya NpoBepkn 3NEeKTPOHHON NOANUCKY.

6 Mpuka3 ®CB ot 27 gekadbpsa 2011 r. N 796 «O6 yrBepxaeHun TpeboBaHmin K cpeacTBaM SMEKTPOH-
HOW noAgnucu n TpeboBaHUN K cpecTBaM yAOCTOBEPSAIOLLErO LIEHTPa».

7 MuHkomeBAsb Poccun 13.04.2012 r. PekomeHaaumm no coctaBy KBanuUUMpOBaHHOIO cepTudgu-
KaTa Kroda NpoBEPKM INEKTPOHHOW MNOANUCH.

8 Kpuntonposangepbl. OCHOBHblIE TEXHONOMMN, UCNOMb3yeMble NpU pasBEpPTbIBaHUU YOOCTOBEPSIO-
LLNX LEHTPOB.

9 PaseépTbiBaHue ygoctosepstowero ueHTpa Kpuntollpo YL. OcHoBHble 3aga4yu, BbINONHAEMbIE Ha
yOoCTOBepsoLWeM LIEHTpe.

10 | OcHoBHble TpeboBaHWst MO 6e30MacHOCTU MHPOPMALIMK Ha YOOCTOBEPSIOLLEM LIEHTPE U TUMOBbIE
cpencTBa 3almThl.

11 | HocuTtenu nigopmauum, Mcnonb3yemMble Ans ANeKTPOHHOW NoAMNMCH U X OCOBEHHOCTN.

12 lMporpammMHbie cpeacTBa, NCNOMb3YIoLLMe ANEKTPOHHYIO NOANUCL. TUNOBbIE peLleHus, peanuayto-
LUME BO3MOXHOCTb NMPUMEHEHMWS NTEKTPOHHON MOAMNCHU.

13 MopTan rocygapcTBeHHbIX yenyr Poccuinckon Pegepaumn. YH1BepcanbHasa 3NekKTpoHHas KkapTa.

14 | OCHOBHbIE BOMPOChHI NMLEH3UPOBaHNS NPU pa3BepTbiBaHUM YAOCTOBEPSIOLLErO LIEHTPA.

15 | PernameHT paboThl YOOCTOBEPSIOLLErO LIEHTPa, OCHOBHbIE MOMOXEHUS.

16 | Cnucok oTo3BaHHbIX cepTudmkaToB. OCHOBHbIE anropuTMbl (POPMUPOBAHMS Y NPOBEPKM aKTyarb-
HOCTM.

17 | Yrpo3sbl 6e30nacHOCTU UHOPMALIMM U OCHOBHbIE HaMpaBeHWsl 3aLUMTbl, CBSI3aHHbIE C UCMOMb30-
BaHWEM 3NEKTPOHHON NOAMMUCU.

18 | OCHOBHble TEXHOJIOTMM W CpeAcTBa 3aluTbl MHPOPMaUMK, NMPUMEHsIEMble NMpY Pa3BEPTbIBAHUM
YAOCTOBEPSIOLLErO LIeHTpa.

19 MpobnemHble Bonpockl Ge3onacHOCTM MHGOPMaLUK NpyU UCMNONb30BaHUN KBaNnULMPOBAHHON
9MEeKTPOHHOW NOAMNUCH.




20 | ApxuTekTypa nporpammMHoro obecneveHust n ee cBs3b C TexHonornenm 6nokyenHa. MNMpenmyliectea
W HeJocTaTKM pacnpeneneHHbix cuctemM. Peanusauua n nogaepxka LLenoCcTHOCT B pacnpeaenex-
HbIX CMCTEMaX.

21 | ObBecne4veHne AOBEPUTENBHOCTM M LLIENOCTHOCTU B pacnpeneneHHbix cuctemax. lNpaso BnageHus
1 6rokyerH. Mpobnema ABOWHOrO pacxoaoBaHUs.

22 [MprMepbl CTPYKTYP OaHHbIX M anropuTMOB, NPUMEHSAEMbIX ANg peanusauny 6110K4enH TEXHONOMMN.
23 lMepcnekTnBbl M NPaKTUYECKoe UCNOoNb3oBaHNe 6rIOKY4eNH TEXHONOTNI

20.4. Mpumep 3apaHus Ans BbINOJIHEHUA NabopaTopHOM paboThl

Na6opartopHas paboTta Ne4
Pa3BepTtbiBaHMe yaoctoBepswouwero ueHtpa Kpunto-lpo YL.

Llenb paboTbl: NnpakTnyeckoe nsydeHme ocCobeHHOCTEN UCMOoNb30BaHWUS NporpamMm-
Horo o6ecneyveHuns Kpunto-lpo ona peanusaumm meTonoB 3awmtbl MHGOPMaLmm ¢ UCNonb-
30BaHMEM 9MNeKTPOHHOW NoanucH.
20.5. Npumep KOHTPOSIbLHO-U3MEpPUTENBLHOro MaTepuana

YTBEP>XOAKO
3aBeayowmm kaceapon TexHonormm ob6paboTkn 1 3aWwmnTbl UHOPMaLUK

A.A. CnpoTta
. .2025

Hanpaenenue nogrotoeku / cneunansHocTb 10.05.01 KomnbloTepHasa 6€30nacHOCTb

AucunnnnHa b61.B.03 TexHonormm 3aluuieHHoro A4oKkyMeHToobopoTta 1 6510K4enH

dopma o0byyeHns O4Hoe
Bug koHTpons 3avet

Bupg attectauum [NpomexytoyHas

KoHTponbHO-nameputenbHbin matepuan Ne 1

1. OnekTpoHHasi NOANUCh, Ha3HaYeHNe N NPUMEHEHNE, UCTOPUS BO3HUKHOBEHUS, UC-
nonb3yemble anropuTMbl. CepTudmrkaT Krnoda NPOBEPKN 3NEKTPOHHOM NOAMNUCH.
XpaHeHne 3aKpbITOro Knoya.

2. [MpobnemMHble Bonpockl 6e3onacHOCTN MHOPMaLUKM Npyu NCNOSIb30BaHUN KBanngu-
LMPOBAHHOM 3MEKTPOHHOM NOAMUCK.

lNpenonaBaTenb C.A. Banbix
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